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(57) To manage copy generations, additional infor- 
mation made of electronically watermarked information 
and other additional information are appended to an 
information signal. The updating of CGMS information 
and other additional information is managed based on 
the additional information made of the electronically 



watermarked information. Accordingly, additional infor- 
mation for copy generation management such as 
CGMS information can always be kept in a correct con- 
dition so that proper copy generation limitation control 
can always be performed. 
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Description 

[0001 ] The present invention relates to copy gener- 
ation management, for example (though not exclusively) 
methods for controlling the copying of information sig- s 
nals such as. e.g., video signals, and information signal 
recording apparatus, outputting apparatus, and repro- 
ducing apparatus to which such methods can be 
applied. 

[0002] In recent years, with widespread use of dig- w 
itat contents of Internet, digital video disk, and the like, 
copyright infringement by illegal copying of the digital 
contents is becoming problematic. Accordingly, as a 
method for countering this problem, there is an attempt 
to append copy control information to the digital con- is 
tents and prevent illegal copying by use of the additional 
information. 

[0003] As control for the copy prevention, one idea 
is to provide, depending on information sources, the 
case where copying is wholly permitted, and the case (a 20 
generation-limiting copy control system) where one 
copying is permitted but copying from a duplication once 
made is inhibited. 

[0004] As the latter generation-limiting copy control 
system, a system is desired which permits effective 25 
control of copy generations. As a system capable of 
managing copy generations, CGMS (Copy Generation 
Management System) is proposed. 
[0005] The CGMS system, during information 
transmission, for an analog video signal (called CGMS- 30 
A), superimposes, as copy control information, 2 bits of 
20-bit additional information superimposed on a specific 
horizontal section within a vertical blanking period of a 
brightness signal of the video signal, for example, a 
valid video portion of the 20-th horizontal section in the 35 
case of NTSC signals; for a digital video signal (called 
CGMS-D), as additional information, inserts 2-bit copy 
control information in digital video data. 
[0006] In the CGMS system, the 2-bit information 
(hereinafter referred to as CGMS information) has the 40 
following meaning: 

[00] Copying is permitted. 

[10] Copying is permitted only once (can 45 

be copied by only one generation). 

[11] Copying is inhibited. 

[0007] When CGMS information appended to video so 
information is [10], recording apparatuses supporting 
CGMS record the video information, judging that dupli- 
cate recording of the video information is permitted. 
However, CGMS information updated to [11] is 
appended to the recorded video signal. When CGMS 55 
information appended to video information to be 
recorded is [11], recording apparatuses supporting 
CGMS do not perform recording, judging that duplicate 



recording of the image signal is inhibited. 
[0008] However, since CGMS information, in the 
case of digital signals, can be detected by extracting 
specific 2-bit information, the CGMS information is rela- 
tively easy to tarrper with to persons to attempt illegal 
copying. 

[0009] When such a tampering is performed, no 
conventional means are available to make a restoration 
of a proper condition, causing such an unfavorable 
result that proper copy generation limitation control is no 
longer available. Particularly, for an IEEE1394 interface, 
which serves as an interface for digital video data, there 
is proposed a method of protecting copyright by use of 
CGMS information. It is important to keep CGMS infor- 
mation in a proper condition at all times. 
[0010] Various respective aspects and features of 
the invention are defined in the appended claims. 
[0011] Embodiments of the present invention can 
keep additional information for copy generation man- 
agement such as CGMS information in a correct condi- 
tion at all times so that proper copy generation limitation 
control can always be performed. 
[0012] According to the embodiments of the 
present invention, there is provided a method of manag- 
ing copy generations by appending additional informa- 
tion made of electronically watermarked information 
and other additional information to an information signal 
to manage copy generations, the method comprising 
the step of: 

updating and managing the other additional infor- 
mation, based on the additional information made 
of the electronically watermarked information. 

[0013] Electronic watermark processing writes 
information as noise to a portion of video data or music 
data which is not perceptually important to human, that 
is, a portion which is not redundant to music and video. 
Since additional information made of electronically 
watermarked information, embedded in image data or 
music data by the electronic watermark processing, is 
embedded in the same frequency band and time zone 
as those of image data or music data, the additional 
information is difficult to delete from the image or music 
data and is very resistant to illegal tampering. 
[0014] On the other hand, even after image data or 
music data has been subjected to filtering or data com- 
pression processing, additional information embedded 
in them can be detected from the image data or music 
data. 

[0015] According to embodiments of the present 
invention, additional information for copy generation 
control, made of electronically watermarked information 
difficult to tarrper as described above, is appended to 
an information signal such as a video signal along with 
other additional information such as CGMS information, 
and the other additional information such as CGMS 
information is updated based on the electronically 
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watermarked information. 

[0016] Accordingly, even if other additional informa- 
tion such as CGMS information was tampered, it is cor- 
rectly updated so that proper copy generation 
management can be performed. 5 
[0017] The invention will now be described by way 
of example with reference to the accompanying draw- 
ings, throughout which like parts are referred to by like 
references, and in which: 

10 

Fig. 1 is a block diagram showing a configuration of 
an embodiment of an information signal recording 
apparatus according to the present invention. 
Fig. 2 is a diagram showing a system configuration 
to which an embodiment of an information signal is 
copy generation management method according to 
the present invention is applied. 
Fig. 3 is a block diagram showing a configuration of 
a set top box used in a system of Fig. 2. 
Fig. 4 is a block diagram for explaining a method for 20 
superimposing electronically watermarked informa- 
tion used in a set top box of an embodiment of Fig. 
3. 

Fig. 5 is a block diagram for explaining a method for 
detecting electronically watermarked information 25 
used in a set top box of an embodiment of Fig. 3. 
Figs. 6A to 6D are diagrams for explaining electron- 
ically watermarked information used in an embodi- 
ment of the present invention. 

Fig. 7 is a block diagram of an electronically water- 30 
marked information WM updating part 208, which is 
part of a recording apparatus of Fig. 1 . 
Fig. 8 is a block diagram showing an electronically 
watermarked information WM decode part 207, 
which is part of a recording apparatus of Fig. 1 . 35 
Fig. 9 is a flowchart for explaining the operation of a 
recording apparatus of Fig. 1. 
Fig. 10 is a block diagram of a compliant reproduc- 
ing apparatus used in an embodiment of the 
present invention. 40 
Fig. 1 1 is part of a flowchart for explaining the oper- 
ation of a reproducing apparatus of Fig. 10. 
Fig. 1 2 is part of a flowchart for explaining the oper- 
ation of a reproducing apparatus of Fig. 10. 
Fig. 13 is a flowchart for explaining digital output 45 
control in a reproducing apparatus of Fig. 10. 

[0018] Hereinafter, with reference to the accompa- 
nying drawings, a description will be made of embodi- 
ments of a copy generation management method so 
according to the present invention, an outputting appa- 
ratus, a recording apparatus, and a reproducing appara- 
tus using the method. 

[0019] The embodiments described below assume 
that an information signal is transmitted using a disk 55 
recording media, an object of copy control is video infor- 
mation, and the disk recording medium is a DVD (digital 
vide disk). As additional information for managing copy 



generations, CGMS information and electronicaDy 
watermarked information WM are used. 
[0020] With the copy control system using the elec- 
tronic watermark processing, by additional information 
to be embedded, one of the following four states 

® copy free 

@ copy once (can be copied by one generation) 
® no more copy 
® never copy 

is set to represent a copy generation and a copy 
limitation state of image data and music data on 
which electronically watermarked information con- 
cerned is superimposed. 

[0021] "© copy free" denotes that music data and 
image data can be freely copied. "@ copy once (can be 
copied by one generation)" denotes that music data and 
image data can be copied only once. "© no more copy" 
denotes that music data and image data concerned 
were copied from the music data and image data of the 
state of "© copy once" and are inhibited to be further 
copied. n ® never copy" denotes that copying is wholly 
inhibited. 

[0022] If electronically watermarked information 
superimposed on image data and music data denotes 
"copy once", recording apparatuses capable of elec- 
tronic watermark processing (that is, copy limitation 
processing) record the image data and music data, 
judging that they can be copied, but electronically water- 
marked information updated to "no more copy" is super- 
imposed on the recorded image data and music data. If 
electronically watermarked information superimposed 
on image data and music data to be recorded denotes 
"no more copy", recording apparatuses capable of elec- 
tronic watermark processing are inhibited from record- 
ing the image data and music data, since the copying 
thereof is inhibited. 

[0023] In this embodiment, the electronic water- 
mark processing is performed in a way that spectrum- 
diffuses additional information for managing copy gen- 
erations by using codes (hereinafter referred to as PN 
codes) of a PN (Pseudo random Noise) system and 
superimposes the spectrum-spread information on 
image information as electronically watermarked infor- 
mation WM. 

[0024] As encryption processing used in recording 
apparatuses that perform recording on erasable record- 
ing media, predetermined scramble processing is used. 
[0025] In the explanation below, an erasable DVD is 
termed a RAM disk and a nonerasable, read-only DVD 
is termed a ROM disk Recording apparatuses and 
reproducing apparatuses capable of copy generation 
limitation processing are called compliant apparatuses, 
and apparatuses incapable of copy generation limitation 
processing are called noncompliant apparatuses. Infor- 
mation for managing copy generations is termed copy 
control information. 
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[0026] When a ROM disk is used and "Never Copy" 
is applied, an information signal recorded in the ROM 
disk is provided with additional information denoting the 
fact and is subjected to encryption of CSS (Contents 
Scramble System) mode. The encryption used in the 
ROM disk is different from that used during a writing to 
the RAM disks previously described. 
[0027] In an example of an embodiment described 
below, as shown in Fig. 2, a digital broadcast transmit- 
ted over cables or radio waves is received by. e.g.. a set 
top box (receiver) 100. the receive signal is recorded in 
a RAM disk 30 by a recording apparatus 200 provided 
separately from the receiver, and the RAM disk 30 is 
reproduced by a reproducing apparatus 300. 
[0028] According to this embodiment, in the set top 
box 100. which is a form of information signal outputting 
apparatuses, when both CGMS information and elec- 
tronically watermarked information WM are appended 
in a superimposed form to a received video signal, the 
CGMS information of output video information is 
updated and outputted based on the electronically 
watermarked information WM so that there is no dis- 
cordance between the CGMS information and the elec- 
tronically watermarked information. Also in the 
reproducing apparatus 300, CGMS information of the 
reproduction/output video information is updated and 
outputted based on the electronically watermarked 
information WM so that there is no discordance 
between the CGMS information and the electronically 
watermarked information. 

[0029] In the recording apparatus 200 of this 
embodiment, when additional information made of elec- 
tronically watermarked information of a video signal 
from the receiver denotes the state "copy once", if a 
receive signal from the receiver is recorded by a compli- 
ant recording apparatus, in the compliant recording 
apparatus, CGMS information is updated to [11], based 
on the electronically watermarked information WM, and 
the electronically watermarked information WM is 
updated from the state "copy once" to the state "no 
more copy". In other cases, updating is not performed. 
[0030] In this embodiment, since spectrum spread 
is used for electronic watermark processing, during 
updating of electronically watermarked information WM, 
instead of deleting electronically watermarked informa- 
tion denoting the state "copy once", electronically water- 
marked information WM denoting the state "no more 
copy" is superimposed on electronically watermarked 
information WM denoting the state "copy once" by using 
PN codes of a different system as PN code strings used 
for spectrum spread. 

[0031] Even after this process, spectrum-spread 
copy control information is superimposed on video infor- 
mation as a main information signal at an inconspicuous 
level and PN code systems are different whereby differ- 
ent types of copy control information can be detected 
and the same effect as updating is obtained by deter- 
mining copy control information closer to copy inhibition 



as electronically watermarked copy control information 
of interest. In the explanations below, a determination 
output indicating the result of checking electronically 
watermarked information WM means that, when a ptu- 
5 ralrty of piece of copy control information are detected, a 
result determined from them is used. 
[0032] In this embodiment, exchange of digital 
video information between the set top box 100 and the 
recording apparatus 200. and between the reproducing 
10 apparatus 300 and the recording apparatus 200 is per- 
formed between compliant apparatuses in MPEG com- 
pression mode through an interface of the IEEE1394 
standard. To prevent illegal copying in the interface of 
the IEEE1394 standard, digital information to be trans- 
15 mitted is encrypted; it is checked whether an output 
destination is a compliant apparatus or recording appa- 
ratus; additional information (ordinarily. CGMS informa- 
tion) for managing copy generations is checked; and in 
accordance with the checking result, whether to send a 
20 key for solving the above encryption to the output desti- 
nation is determined. 

[0033] The communication control system 
described above is called an IEEE 1394 secure bus, 
which provides effective prevention of copying for a dig- 
25 Hal interface of video data. 

[0034] In this embodiment, electronically water- 
marked information WM is used as additional informa- 
tion for managing copy generations checked to 
determine whether to send a key for solving encryption 
30 to an output destination. It is to be noted that whether to 
send a key for solving encryption to an output destina- 
tion may be determined by checking CGMS information 
updated based on electronically watermarked informa- 
tion. 

35 [0035] Next, a description will be made of a config- 
uration of the set top box (receiver) 100, the recording 
apparatus 200. and the reproducing apparatus 300 of 
this embodiment. In the embodiment described below, a 
broadcast signal is superimposed with electronically 
40 watermarked copy control information spectrum-spread 
by a code string PNa, which is a first PN code string, 
and compliant recording apparatuses update genera- 
tion limitation by electronically watermarked copy con- 
trol information spread by a code string PNb (different 
45 from PNa), which is a second PN code string. 

[0036] In the interest of simplicity of explanation, for 
electronically watermarked information, "can be copied 
once" is described as "copy once", "further copying is 
inhibited" as "no more copy", and "copying absolutely 
so inhibited" as "never copy". 

[Set top box] 

[0037] Fig. 3 is a block diagram showing a configu- 
55 ration of the set top box 100 used in this embodiment. 
[0038] As shown in Fig. 3, a station-selection con- 
trol signal in accordance with a user's channel selection 
operation is supplied from a control part 110 to a chan- 
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nel selection part 101. whereby the channel selection 
part 101 supplies a signal of the selected channel to a 
descramble part 102, where a scrambled broadcast sig- 
nal is descrambled. The descrambled channel signal is 
supplied to a demultiplex part 103. In the demultiplex 5 
part 103, since a plurality of broadcast programs are 
contained in an output signal from the channel selection 
part 101, data of a broadcast program is extracted in 
accordance with the user's broadcast program selection 
operation from the control part 1 1 0. 
[0039] Video data Di of the broadcast program from 
the demultiplex part 103 is MPEG-compressed. Accord- 
ingly, to supply the data Di from the demultiplex part 103 
to, e.g.. a display monitor, it is supplied to a video data 
decode part 104 via a CGMS updating part 104, where 
it is MPEG-decoded and decompressed. The MPEG- 
decoded data is converted into an analog signal by a 
D/A converter 105 and supplied to, e.g., a display mon- 
itor via an analog output terminal 111a. 
[0040] In this embodiment, the MPEG-compressed 
video data Di from the demultiplex part 103 is supplied 
to the CGMS updating part 104 as previously 
described, and to an electronically watermarked infor- 
mation decode part (hereinafter called a WM decode 
part) 107. In the WM decode part 107, electronically 
watermarked information WM appended to the broad- 
cast program data is extracted and copy control infor- 
mation is determined. The determination output is 
supplied to the control part 1 10. 
[0041] The electronically watermarked information 
WM, in this embodiment, is superimposed on a video 
signal as a spectrum-spread signal. Specifically, as pre- 
viously described, in this example, spectrum spread is 
performed in a way that generates PN codes used as 
spread codes at a sufficiently early cycle and multiplies 
them by copy control information as additional informa- 
tion, and thereby narrow-band, high-level copy control 
information is converted into a wide-band, minute-level 
signal which exerts no influence on a video signal. The 
spectrum-spread copy control information is superim- 
posed on video data and transmitted. 
[0042] Fig. 4 is a block diagram for explaining a 
process of superimposing on a video signal as an infor- 
mation signal of electronically watermarked information 
WM in this case. The superimposing is performed in a 
broadcast side. Or the broadcast side may broadcast 
video signals for which the superimposing is already 
performed. 

[0043] In Fig. 4, for example, a vertical synchroniz- 
ing signal of a video signal Vi is detected in a synchroni- 
zation detecting part 41 and the detected output is 
supplied to a timing signal generating part 42. The tim- 
ing signal generating part 42 generates a timing signal 
synchronous with the vertical synchronizing signal. 
[0044] The PNa generating part 43, in synchroniza- 
tion with a timing signal from the timing signal generat- 
ing part 42, generates a PN code string PNa repeated in 
vertical synchronization in this example, and supplies 



the PN code string PNa to an SS spread part 44 (SS 
stands for spectrum spread. The same is also true for 
the following). 

[0045] The PNa generating part 43. in synchroniza- 
tion with a timing signal from the timing signal generat- 
ing part 42, generates copy control information to be 
superimposed on the video signal Vi as electronically 
watermarked information, and supplies it to the SS 
spread part 44. In this case, the copy control information 
to be superimposed is determined in accordance with 
information to be transmitted, and information denoting 
"copy free", "copy once", or "never copy" is generated. 
[0046] The SS spread part 44 multiplies the copy 
control information and the PN code string PNa to gen- 
erate a spectrum spread signal. The spectrum spread 
signal is supplied to an electronically watermarked infor- 
mation WM superimposing part 47 via a level adjusting 
part 46 and superimposed on the input video signal Vi 
as electronically watermarked information. The level 
adjusting part 46 adjusts a superimposing level so that 
reproduced video is not degraded as a result of the 
superimposing of the electronically watermarked infor- 
mation. In this case, the SS electronically watermarked 
information is superimposed at a level smaller than the 
dynamic range of the video signal. 
[0047] Figs. 6A to 6D show, by spectrums, a rela- 
tionship between copy control information superim- 
posed as electronically watermarked information and a 
video signal. The copy control information is a signal of 
a low bit rate that has a small amount of information and 
is a narrow-band signal as shown in Fig. 6A. Application 
of spectrum spread to the signal results in a wide-band 
signal as shown in Fig. 6B. At this time, a spectrum 
spread signal level becomes smaller in inverse propor- 
tion to an expansion ratio of a band. 
[0048] The spectrum spread signal or SS copy con- 
trol information, in the WM superimposing part 47, is 
superimposed on the video signal Vi at a level smaller 
than the dynamic range of the video signal as an infor- 
mation signal as shown in Fig. 6C. Superimposing in 
this manner causes little degradation of the main infor- 
mation signal. Accordingly, as described above, when 
the video signal on which the SS copy control informa- 
tion is superimposed is supplied to a monitor image 
receiver to reproduce video, satisfactory reproduced 
video is obtained with little influence of the SS copy con- 
trol information. 

[0049] On the other hand, as described later, exe- 
cution of inverse spectrum spread to detect SS copy 
control information causes the SS copy control informa- 
tion to be restored again as a narrow-band signal as 
shown in Fig. 6D. By affording a sufficient band spread 
rate, the power of the copy control information after the 
inverse spread exceeds an information signal, making 
detection possible. 

[0050] In this case, since electronically water- 
marked information superimposed on the video signal is 
superimposed at the same time and within the same 
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frequency as the video signal, the electronically water- 
marked information can neither be deleted nor modified 
by use of a frequency filter or simple replacement of 
information. 

[0051] Hence, since the SS copy control informa- 
tion superimposed on the video signal will not be 
removed and is difficult to temper, copy control 
becomes possible to ensure the prevention of illegal 
copying. 

[0052] In the above-described configuration, with a 
vertical synchronizing signal as a reference signal, 
spectrum spread is performed using PN code strings for 
vertical synchronization, and thereby PN code strings 
for inverse spectrum spread required to detect the spec- 
trum spread signal from the video signal can be easily 
generated based on a signal synchronous with a verti- 
cal synchronizing signal detected from the video signal. 
[0053] The WM decode part 107 for extracting and 
determining SS control information used as electroni- 
cally watermarked information WM superimposed as 
described above can be configured as shown in Fig. 5. 
Specifically, as shown in Fig. 5. video data Di from the 
multiplex part 103 is supplied to an inverse spread part 
1 074 and to a synchronization detecting part 1 071 . The 
synchronization detecting part 1071 detects vertical 
synchronization timing and supplies the detection out- 
put to a timing signal generating part 1072. 
[0054] The timing signal generating part 1072 sup- 
plies a vertical synchronization timing signal to the PNa 
generating part 1073. The PNa generating part 1073, 
which generates the same PN code system as gener- 
ated in the PNa generating part 43 of the superimposing 
side of Fig. 4, generates a PN code string PNa at the 
same vertical synchronization timing as the superim- 
posing side. The PNa code string PNa from the PNa 
generating part 1073 is supplied to the inverse spread 
part 1074, and thereby spectrum-spread copy control 
information is obtained. The copy control information is 
supplied to a WM determining part 1075, where a copy 
control state is determined. The determination output is 
supplied to the control part 110. 
[0055] The control part 1 10, based on the determi- 
nation output of the electronically watermarked informa- 
tion WM, in the CGMS updating part 104, updates the 
CGMS information so that there is no discordance 
between the electronically watermarked information 
WM and the CGMS information. 
[0056] To be more specific, for example, when 
CGMS information of received video information is "00", 
which denotes "copy free", rf the electronically water- 
marked information WM denotes "copy once", the 
CGMS information shoiid be updated to "10" to denote 
the state "copy once". 

[0057] Also, when CGMS information of received 
video information is "00" or "10", which denotes "copy 
free" and "copy once", respectively, if electronically 
watermarked information WM denotes "no more copy" 
or "never copy", the CGMS information should be 



updated to "11". 

[0058] In this embodiment, since electronically 
watermarked information WM is difficult to tamper, with- 
out having to confirm the contents of CGMS informa- 

s tion, the above-described discordance between the 
CGMS information and the electronically watermarked 
information can be prevented simply by updating the 
CGMS information so that there is no discordance 
between the CGMS information and the electronically 

10 watermarked information WM, based on the electroni- 
cally watermarked infonmation WM, so that proper copy 
generation management can be expected. 
[0059] Compressed digital video data from the 
CGMS updating part 104 is digitally outputted via an 

is IEEE1394 interface bus. In this case, copy prevention is 
provided by the IEEE 1394 secure bus as previously 
described. 

[0060] Specifically, the data outputted from the 
CGMS updating part 104 is supplied to the encryption 

20 part 108, where encryption is performed for the com- 
pressed video data, based on an encryption key differ- 
ent for each communication under control of the control 
part 110. The encryption performed in the encryption 
part 108 is different from the encryption performed for 

25 an information signal recorded on the RAM disk and 
ROM disk described previously. 
[0061 ] The encrypted data from the encryption part 
108 goes through an IEEE1394 interface 109 and is 
supplied to an electronic apparatus of an output desti- 

30 nation via an output terminal 1 1 1b. The IEEE1394 inter- 
face 109 performs data conversion so as to meet an 
IEEE 1394 interface standard concerned and outputs 
the converted data. 

[0062] At this time, the control part 110 performs 

35 communications with the apparatus of the output desti- 
nation via the IEEE1394 interface 109, determines 
whether the apparatus of the output destination is a 
compliant apparatus, and if so, determines whether it is 
a recording apparatus. 

40 [0063] In this embodiment, the control part 110 
determines, from the determination output of the copy 
control information from the WM decode part 107 and 
the information for determining the apparatus of the out- 
put destination via the 1EEE1394 interlace 109, whether 

45 to output encryption key information for solving encryp- 
tion in the encryption part 108 to the output destination. 
In this case, as previously described, the control part 
1 10, rf a plurality of pieces of the copy control informa- 
tion are outputted from the WM decode part 107, uses, 

so as the judgment output information closer to copy inhi- 
bition. 

[0064] For example, when an output destination is a 
non -compliant apparatus, encryption key information is 
not passed to the apparatus of the output destination. 
55 Even when the output destination is a compliant appa- 
ratus, if it is a recording apparatus, encryption key infor- 
mation is not passed to the apparatus of the output 
destination when electronically watermarked informa- 
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tion WM is "no more copy" or "never copy". 
[0065] As previously described, in an interface of 
the IEEE 1394 standard, CGMS information updated in 
the CGMS updating part 104 may also be used as infor- 
mation for determining whether to send a key for solving 
encryption to an output destination. In this case, when 
an output destination is a compliant recording appara- 
tus and the CGMS information is "11", encryption key 
information is not passed to the apparatus of the output 
destination. 

[0066] Also, for the output of an analog video signal 
from the D/A converter 106, the analog video signal 
may be provided with CGMS-A information based on 
electronically watermarked information WM. The 
CGMS-A information superimposes, as copy control 
information, 2 bits of 20-bit additional information super- 
imposed on a specific horizontal section within a vertical 
blanking period of a brightness signal of the video sig- 
nal, for example, a valid video portion of the 20-th hori- 
zontal section in the case of NTSC signals. 
[0067] In this way, a video signal is outputted from 
the set top box 100 after updating CGMS information so 
that there occurs no discordance, based on electroni- 
cally watermarked information WM that is difficult to 
tamper, and thereby proper control can be performed 
also in an apparatus that controls copy generations, 
based on only CGMS information. 
[0068] With a decode part provided to decode 
CGMS information appended to received video data, if 
comparison of the determination result from the WM 
decode part 107 and the result of determining CGMS 
information shows that the CGMS information is closer 
to copy inhibition, the CGMS information may not be 
updated. When there is no discordance between the 
CGMS information and the electronically watermarked 
information WM, of course, the CGMS information may 
not be updated. 

[Compliant recording apparatus] 

[0069] Next, a compliant recording apparatus 200 
will be described. Fig. 1 is a block diagram showing a 
configuration of the compliant recording apparatus 200. 
[0070] As shown in Fig. 1 , the compliant recording 
apparatus 200 includes a digital input terminal 200d for 
an IEEE1394 interface and an analog input terminal 
200a. A digital input terminal 200d is connected to an 
IEEE1394 interface 201. The IEEE1394 interface 201 
restores data having been converted so as to meet an 
IEEE1394 bus interface standard concerned. 
[0071] Data from the IEEE1394 interface 201 is 
supplied to the decrypting part 202. As previously 
described, for information whose information signal can 
be copied, judged by an apparatus connected to the 
digital input terminal 200d. encryption key information 
for solving encryption is sent from the apparatus. When 
the encryption key information is obtained, the decrypt- 
ing part 202 can decrypt the data from the IEEE1394 



interface 201 to restore compressed video data. The 
restored compressed video data is supplied to a selec- 
tor 203. 

[0072] Video information inputted via the analog 
5 input terminal 200a is supplied to a compression 
encode part 205 via an analog interface 204 and is 
MPEG-compressed, and then is supplied to the selector 
203. 

[0073] The selector 203 selects and outputs either 

w of the data from the decrypting part 202 and the data 
from the encode part 205 by a selector control signal in 
accordance with a user's input selection. 
[0074] The output data of the selector 203 is sup- 
plied to a recording control part 205 and a WM decode 

is part 207. In the WM decode part 207, electronically 
watermarked information WM is extracted and deter- 
mined, and the determination output of the electroni- 
cally watermarked information WM is supplied to the 
control part 210. 

20 [0075] The control part 21 0 determines whether the 
input information can be recorded (copied), based on 
the determination output of the electronically water- 
marked information WM, and if so. determines whether 
it is necessary to update CGMS information for copy 

25 control and electronically watermarked information. 
[0076] To be more specific, the control part 210. 
when determining from the electronically watermarked 
information WM that recording is inhibited, controls the 
recording control part 206 and a writing part 212 so as 

30 not to perform recording. 

[0077] When determining from the electronically 
watermarked information WM that copying is permitted 
(copy free), the control part 210 controls the recording 
control part 206 and the writing part 212 so that record- 

35 ing is performed. In this case, although the compressed 
digital video data outputted from the recording control 
part 206 passes through a WM updating part 208 and a 
CGMS updating part 209, the electronically water- 
marked information WM and CGMS information are not 

40 updated. The compressed digital video data from the 
CGMS updating part 209 is supplied to a scramble part 
211. 

[0078] In the scramble part 211, scramble process- 
ing different from the previously-described encryption in 
45 the CSS and IEEE1394 interface is performed. The 
video data subjected to the scramble processing is 
recorded in the RAM disk 30 by the writing part 212. 
[0079] Next, When determining from the electroni- 
cally watermarked information WM that copying is per- 
se mitted only once (copy once), the control part 210 
controls the recording control part 206 and the writing 
part 21 2 so as to perform recording, and directs the WM 
updating part 208 and the CGMS updating part 209 to 
update the electronically watermarked information WM 
55 to the state *no more copy" and the CGMS information 
to "1 1" to inhibit recording, respectively. 
[0080] The compressed digital video data in which 
the electronically watermarked information WM and the 
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CGMS information are updated is subjected to the pre- 
viously-described scramble processing, and then is 
recorded in the RAM disk 30 by the writing part 212. 
[0081] Since the CGMS information is 2-bit data in 
a specific position in a data stream of video data, the 5 
CGMS updating part 209 may be configured so as to 
extract the 2-bit data and update it to the state "1 1 
[0082] On the other hand, the electronically water- 
marked information WM updating part 208 is configured 
so as to superimpose a new spectrum spread signal 
because spectrum spread is used, as previously 
described. Fig. 7 shows a configuration of the electroni- 
cally watermarked information WM updating part 208 in 
this case. This configuration is the same as that of the 
previously-described electronically watermarked infor- 
mation superimposing part in Fig. 4, except for some 
differences. 

[0083] Specifically, the synchronization detecting 
part 2081, timing signal generating part 2082, SS 
spread part 2084, level adjusting part 2086, and WM 
superimposing part 2088 in Fig. 7 correspond to the 
synchronization detecting part 41 , timing signal gener- 
ating part 42, SS spread part 44, level adjusting part 46, 
and WM superimposing part 47 in Fig. 4, and has the 
same configuration. 

[0084] One of differences with the electronically 
watermarked information superimposing part in Fig. 4 is 
that a switch circuit 2087 is provided between the level 
adjusting part 2086 and the WM superimposing part 
2088, and is selectively controlled so as to be turned on 
by a switching control signal from the control part 210 
only when it is judged in the control part 210 that record- 
ing is performed and updating is executed. 
[0085] The second of differences with the electroni- 
cally watermarked information superimposing part in 
Fig. 4 is that PN code strings for spectrum spread are 
different. That is, instead of the PNa generating part 43 
in Fig. 4, in Fig. 7, a PNb generating part 2083 is pro- 
vided and generates a code string PNb different from a 
code string PNa. 

[0086] The third of differences with the electroni- 
cally watermarked information superimposing part in 
Fig. 4 is that a copy control information generating part 
2085 generates only information of "no more copy" 
unlike the copy control information generating part 45 in 
Fig. 4. 

[0087] The electronically watermarked information 
WM decode part 207 is configured as described below. 
Fig. 8 is a block diagram showing a configuration of the 
WM decode part 207, which comprises a synchroniza- 
tion detecting part 2071 , a timing signal generating part 
2072, a PNa generating part 2073, a PNb generating 
part 2074, an inverse spread part 2075, and a WM 
determining part 2076. As apparent from comparison 
with the configuration of Fig. 5. the WM decode part 207 
is different from that in Fig. 5 in that, in addition to the 
PNa generating part 2073, the PNb generating part 
2074 is provided. 



[0088] The WM decode part 207 provides the PNb 
generating part 2074, to provide for the case where the 
RAM disk 30 in which video data is recorded by the 
recording apparatus 200 is reproduced by a compliant 
reproducing apparatus, and it is inputted to the compli- 
ant recording apparatus 200. 

[0089] The inverse spread part 2075 of the WM 
decode part 207 detects one or two pieces of copy con- 
trol information by inverse spread by PN code strings 
PNa and PNb of two systems and supplies these pieces 
of copy control information to the WM determining part 
2076. The WM determining part 2076 uses information 
closer to copy inhibition as determination output. The 
determination output is supplied to the control part 210. 
[0090] Next, the flow of processing in the recording 
apparatus 200 after decryption has been made will be 
described with reference to the flowchart of Fig. 9. 
[0091] In step S101. the determination output of 
electronically watermarked information WM from the 
WM decode part 207 is checked. In the next step S1 02, 
it is checked whether the electronically watermarked 
information WM is "never copy" or "no more copy". If so, 
control proceeds to step S1 03, where recording is inhib- 
ited and recording processing is discontinued. If not so, 
control proceeds to step SI 04. The state "never copy" is 
not detected in video information from a digital input ter- 
minal, but it may be detected in video information from 
an analog input terminal. 

[0092] In step S104, it is determined whether the 
electronically watermarked information WM is "copy 
once". K not so, since the electronically watermarked 
information is "copy free", control jumps to step S106 to 
perform scramble processing, and in step S107, record- 
ing to the RAM disk 30 is performed. 
[0093] When the electronically watermarked infor- 
mation WM is "copy once", control proceeds to step 

5105, where the CGMS information is updated to "1 1" 
in the CGMS updating part 209, based on the detected 
electronically watermarked information WM. and the 
electronically watermarked information WM is updated 
to "no more copy" in the WM updating part 208. In this 
embodiment, as previously described, the electronically 
watermarked information is updated by further superim- 
posing the electronically watermarked information WM 
denoting "no more copy". 

[0094] After step S105, control proceeds to step 

5106, where scramble processing is performed for the 
video data, and in step S107, recording to the RAM disk 
30 is performed. In the RAM disk 30, information (here- 
inafter referred to as a scramble flag) indicating that the 
information to be recorded is scrambled is recorded as 
additional information. 

[0095] When the electronically watermarked infor- 
mation WM denotes the state "copy free", it is to be 
noted that after step S104, without performing scram- 
ble processing, control may jump to step S107 to per- 
form recording to the RAM disk 30. However, in the case 
of the above-described example, a recording infbrma- 
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tion signal is always scrambled (encrypted) during 
recording to the RAM disk 30 so that illegal copying is 
easily detected in a reproducing apparatus described 
later. 

[0096] In the way described above, in a recording s 
apparatus of this embodiment. CGMS information is 
updated based on electronically watermarked informa- 
tion WM before recording is performed. As previously 
described, since electronically watermarked information 
WM is superimposed in the same frequency band and io 
time zone as those of video information, iQegal tamper- 
ing by a person to attempt illegal copying is very difficult. 
Accordingly, it can be expected that the CGMS informa- 
tion is always correctly updated and recorded on the 
RAM disk 30. 75 
[0097] Therefore, also in an apparatus which per- 
forms recording control such as copy generation limita- 
tion processing by only CGMS information, effects as 
initially expected can be obtained with respect to copy 
control. Also, in the case where information recorded on 20 
the RAM disk 30 is reproduced and the reproduced dig- 
ital information is subjected to transmission control by 
the IEEE1394 interface, even when transmission of 
video data and exchange of encryption keys are control- 
led using only CGMS information as verification infor- 25 
mat ion, effects as initially expected can be obtained. 

[Compliant reproducing apparatuses] 

[0098] Next, a configuration of a compliant repro- 30 
ducing apparatus 300 will be described with reference 
to Figs. 10 to 13. 

[0099] Fig. 10 is a block diagram showing the over- 
all configuration of the compliant reproducing apparatus 
300. As shown in Fig. 1 0, information recorded on a disk 35 
30 mounted in the reproducing apparatus 300 is read in 
a reading part 301 and is supplied to a descramble part 
302, a scramble existence detecting part 203, and a 
disk type determining part 304. 

[0100] The scramble existence detecting part 303 40 
extracts a scramble flag recorded in the disk 30 as addi- 
tional information, detects whether recorded information 
is scrambled, and outputs the detection result to the 
control part 310. A ROM disk in which information with 
CGMS information of "11 " or electronically watermarked 45 
information of the state "never copy" is recorded, that is, 
a ROM disk that must not be copied is scrambled in 
CSS (Contents Scramble System) mode. 
[0101] The disk type determining part determines, 
from, e.g., TOC (Table Of Contents) or directory infor- so 
mation, whether a mounted disk is a RAM disk or ROM 
disk, and supplies the determination output to the con- 
trol part 310. 

[0102] The descramble part 302 eliminates a 
scramble applied in the scramble part 21 1 of the record- ss 
ing apparatus 200. The descramble part 302 performs 
descrambling also for a RAM disk, recorded by a non- 
compliant recording apparatus, which may not have 



been scrambled. Consequently, a not-scrambled RAM 
disk recorded by a non-compliant recording apparatus 
is rather scrambled by the descramble processing, so 
that reproducing signals incapable of normal reproduc- 
tion are generated. 

[0103] The descramble part 302 also descrambles 
a ROM disk scrambled in CSS mode. What type of 
descramble processing is performed in the descramble 
part 302 is determined by the control part 310 from the 
determination output of the disk type determining part 
304 indicating a RAM or ROM disk. 
[01 04] The data outputted from the descramble part 
302 is supplied to the WM decode part 305 and the 
reproduction permission/inhibition control part 306. In 
the WM decode part 305, electronically watermarked 
information WM is extracted and determined, and the 
determination output of the electronically watermarked 
information WM is supplied to the control part 310. 
[01 05] The control part 310 determines whether to 
permit or inhibit reproduction, from the detection output 
of the scramble existence detecting part 303 previously 
described, the determination output of the disk type 
determining part 304, and the determination output of 
electronically watermarked information WM. The control 
information is . supplied to the reproduction permis- 
sion/inhibition control part 306. and for reproduction 
inhibition, processing in and after the reproduction per- 
mission/inhibition control part 306 is inhibited. Accord- 
ingly, for reproduction inhibition, an analog reproduction 
output signal is not outputted, nor is transmitted a digital 
output via the IEEE1394 interface. 
[0106] For reproduction permission, processing in 
and after the reproduction permission/inhibition control 
part 306 becomes effective, and video data from the 
reproduction permission/inhibition control part 306 is 
supplied to the CGMS updating part 307. In the CGMS 
updating part 307, as in the above-described set top 
box 100, CGMS information is updated so that there is 
no discordance with the electronically watermarked 
information WM extracted and determined in the WM 
decode part 305. 

[0107] Compressed digital video data from the 
CGMS updating part 307 is supplied to a video data 
decode part 308 and the MPEG-compressed data is 
decompressed and decoded. The decompressed and 
decoded data is supplied to the D/A converter 309 and 
converted into an analog signal, and then supplied to an 
external electronic apparatus via an analog output ter- 
minal 300a. 

[0108] The WM decode part 305 has exactly the 
same configuration as the WM decode part 207 shown 
in Fig. 8. 

[0109] The compressed digital video data from the 
CGMS updating part 307 is digitally outputted via the 
IEEE1394 interface bus. In this case, as previously 
described, protection is provided against illegal copying 
of the digital output by the IEEE 1394 secure bus. 
[0110] Specifically, the output data of the CGMS 
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updating part 307 is supplied to the encryption part 31 1 
and the compressed video data is encrypted based on 
an encryption key different for each communication 
under control of the control part 310. The encryption 
processing in the encryption part 31 1 is the same as the 5 
encryption processing in the encryption part 108 of the 
set top box 100 previously described. 
[011 1 ] The encrypted data from the encryption part 
311 goes through the IEEE 1394 interface 312 and is 
supplied to an electronic apparatus of an output desti- 10 
nation via an output terminal 300b. The IEEE 1394 inter- 
face 312 performs data conversion so as to meet the 
IEEE 1394 interface standard and outputs the converted 
data. 

[0112] At this time, the control part 310 performs 15 
communications with the apparatus of the output desti- 
nation via the IE EE 1394 interface 312, determines 
whether the apparatus of the output destination is a 
compliant apparatus, and if so, determines whether it is 
a recording apparatus. 20 
[0113] In this embodiment, the control part 310 
determines, from the determination output of the copy 
control information from the WM decode part 305 and 
the determination information for the apparatus of the 
output destination via the IEEE 1394 interface 109, 25 
whether to output encryption key information for solving 
encryption in the encryption part 108 to the output des- 
tination. In this case, as previously described, the con- 
trol part 310. if a plurality of pieces of the copy control 
information are outputted from the WM decode part 30 
305. uses, as the judgment output, information closer to 
copy inhibition. 

[01 1 4] For example, when an output destination is a 
non-compliant apparatus, encryption key information is 
not passed to the apparatus. Even when the output des- 35 
tination is a compliant apparatus, if it is a recording 
apparatus, encryption key information is not passed to 
the apparatus of the output destination when electroni- 
cally watermarked information WM is "no more copy" or 
"never copy". 40 
[0115] Next, referring to Figs. 11 to 13, the opera- 
tion of the compliant reproducing apparatus of this 
embodiment will be described. 

[0116] To be more specific, in the reproducing 
apparatus 300, in step S201 , it is determined whether a 45 
mounted disk is scrambled. Scrambles checked here 
include a scramble applied in the scramble part 21 1 of 
the recording apparatus 200 and a scramble of the CSS 
mode of a ROM disk. H the disk is scrambled, control 
proceeds to step S202, where it is determined whether so 
the disk type is ROM or RAM. 

[0117] If the mounted disk is a RAM disk, control 
proceeds to step S203, where electronically water- 
marked information WM is checked. In the next step 

5204, it is determined whether the electronically water- 55 
marked information WM denotes the state "copy once" 

or "never copy", and if so. control proceeds to step 

5205, where reproduction is inhibited. 



[0118] Specifically, the following descrtoes the rea- 
son that reproduction is inhibited when it is determined 
that electronically watermarked information WM is 
determined as "copy once" in step S204. As previously 
described, having been scrambled means that the disk 
30 to be reproduced is a RAM disk recorded by the 
compliant recording apparatus 200, and nevertheless 
the electronically watermarked information WM being in 
the state "copy once" means that illegal copying was 
performed. 

[01 1 9] This is because, for a RAM disk recorded by 
the compliant recording apparatus 200, the electroni- 
cally watermarked information WM must have been 
updated to "no more copy" from "copy once". 
[0120] Reproduction inhibition for a RAM disk when 
the electronically watermarked information WM is deter- 
mined to be in the state "never copy" is because it 
means that the RAM disk is a product of illegal copying 
of information from, e.g., a ROM with electronically 
watermarked information of "never copy". 
[0121] When it is determined in step S204 that the 
electronically watermarked information WM is not in the 
state "copy once" or "never copy", control proceeds to 
step S206, where reproduction is permitted. Then, con- 
trol proceeds to step S210, where, based on the elec- 
tronically watermarked information WM determined in 
the WM decode part 305, the CGMS information 
(CGMS-D) of the digital video data is updated so that 
there is no discordance with the electronically water- 
marked information WM. Control proceeds to step 
S211. where IEEE1394I/F output control, which is dig- 
ital output control, is performed. 
[01 22] When it is determined in step S202 that a 
mounted disk is a ROM disk, control proceeds to step 
S207, where electronically ^watermarked information 
WM is checked. In the next step S208, it is determined 
whether the electronically watermarked information WM 
is "never copy". Specifically, this determination is a proc- 
ess of seeing if the electronically watermarked informa- 
tion of a copying-inhibited ROM disk scrambled in the 
CSS mode is correctly in the state "never copy". 
[0123] When it is determined in step S208 that the 
electronically watermarked information is not in the 
state "never copy", judging that tampering was per- 
formed, control proceeds to step S209, where reproduc- 
tion is inhibited. If the electronically watermarked 
information is correctly in the state "never copy", control 
proceeds to step S206, where reproduction is permit- 
ted. Control proceeds to step S210 to update the CGMS 
information (updated to "11"). and further proceeds to 
step S21 1 to execute digital output control. 
[0124] When it is determined in step S201 that 
information recorded in the disk is not scrambled, con- 
trol proceeds to step S212 of Fig. 12. where it is deter- 
mined whether the disk is a ROM or RAM disk. When it 
is determined that the disk is a RAM disk control pro- 
ceeds to step S213 to check the electronically water- 
marked information WM. 
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[0125] It is determined in the next step S214 
whether the electronically watermarked information WM 
is "copy free", and if not so. control proceeds to step 
S215. where reproduction is inhibited, considering that 
illegal tampering was performed. When it is determined 5 
in step S214 that the electronically watermarked infor- 
mation WM is "copy free", control proceeds to step 
S216 to permit reproduction. 

[0126] When it is determined in step S212 that the 
disk is a ROM disk, control proceeds to step S217'to 10 
check the electronically watermarked information WM. 
It is determined whether the electronically watermarked 
information WM is "copy free", "no more copy", or "one 
copy*, and if so. control proceeds to step $21 6 to permit 
reproduction; otherwise, control proceeds to step S219 is 
to inhibit reproduction. 

[0127] Specifically, since a ROM disk with the elec- 
tronically watermarked information of "never copy" must 
have been scrambled in the CSS mode in this embodi- 
ment, if the ROM disk is not scrambled and the electron- 20 
ically watermarked information WM is "never copy", 
reproduction is inhibited, judging that illegal tampering 
was performed. 

[0128] Next, output control in step S211 will be 
described. Fig. 13 is a flowchart for explaining 25 
IEEE1394 l/F output control of digital output control. 
This is the IEEE1394 secure bus control previously 
described. 

[0129] It is determined in step S301 whether repro- 
duction is permitted, and if reproduction is inhibited, the 30 
output control routine terminates. If reproduction is per- 
mitted, control proceeds to step S302 to determine 
whether communications with an output destination are 
performed through the IEEE 1394 bus and the output 
destination is a compliant apparatus. If is determined 35 
from the determination result that the output destination 
is not a compliant apparatus, control proceeds to step 
S308, where the digital information (MPEG- com- 
pressed data) is encrypted and outputted. but an 
encryption key for solving the encryption is not sent to 40 
the output destination. This disables decryption in non- 
compliant apparatuses. 

[0130] If is determined from the determination 
result in step S302 that the output destination is a com- 
pliant apparatus, control proceeds to step S303, where 45 
it is determined whether the compliant apparatus of the 
output destination is a recording apparatus. When it is 
determined that the output destination is not a recording 
apparatus, control jumps to step S306, where the digital 
information (MPEG-compressed data) is encrypted and so 
outputted, and an encryption key for solving the encryp- 
tion is also sent to the output destination. 
[0131] When it is determined in step S303 that the 
output destination is a compliant recording apparatus, 
control proceeds to step S304, where it is determined ss 
whether the disk is a ROM or RAM disk. When it is 
determined that the disk is a RAM disk, control pro- 
ceeds to step S305. where, in this embodiment, it is 



determined whether the electronically watermarked 
information WM is "no more copy" or "one copy". 
[01 32] If the electronically watermarked information 
is not "no more copy" or "one copy", control proceeds to 
step S306, where the digital information (MPEG-com- 
pressed data) is encrypted and outputted, and an 
encryption key for solving the encryption is also sent to 
the output destination. When the electronically water- 
marked information is "no more copy" or "one copy", 
control proceeds to step S308, where the digital infor- 
mation (MPEG-compressed data) is encrypted and out- 
putted. but an encryption key for solving the encryption 
is not sent to the output destination. 
[01 33] When it is determined in step S304 that the 
disk is a ROM disk, control proceeds to step S307. 
where it is determined whether the electronically water- 
marked information WM is "copy free", and if so. control 
proceeds to step S306, where the digital information 
(MPEG-compressed data) is encrypted and outputted. 
and an encryption key for solving the encryption is also 
sent to the output destination, If the electronically water- 
marked information WM is not "copy free", control pro- 
ceeds to step S308. where the digital information 
(MPEG-compressed data) is encrypted and outputted, 
but an encryption key for solving the encryption is not 
sent to the output destination. 

[0134] As has been described above, according to 
a reproducing apparatus of this embodiment, copyright 
protection is provided for digital video data output by an 
IEEE1394 interface secure bus, and CGMS information 
contained in the output digital video data is updated 
based on electronically watermarked information WM 
very resistant to illegal tampering so that there is no dis- 
cordance between both additional information. 
[0135] Hence, in a recording apparatus to which 
digital video data is supplied from the reproducing appa- 
ratus, duplicate recording control can be correctly per- 
formed based on the CGMS information. 
[01 36] According to the reproducing apparatus 300, 
in the interface of the IEEE1 394 standard, CGMS infor- 
mation updated in the CGMS updating part 307 may 
also be used as information for determining whether to 
send a key for solving encryption to an output destina- 
tion. In this case, when an output destination is a com- 
pliant recording apparatus and the CGMS information is 
"11", encryption key information is not passed to the 
apparatus of the output destination. 
[0137] Also in the reproducing apparatus 300, as 
with the set top box 100 previously described, for the 
output of an analog video signal from the D/A converter 
309. the analog video signal may be provided with 
CGMS-A information based on electronically water- 
marked information WM. 

[01 38] Furthermore, with a decode part provided to 
decode CGMS information appended to reproduced 
video data. H comparison of the determination result 
from the WM decode part 305 and the result of deter- 
mining CGMS information shows that the CGMS infor- 
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mation is closer to copy inhibition, the CGMS 
information may not be updated. When there is no dis- 
cordance between the CGMS information and the elec- 
tronically watermarked information WM, of course, the 
CGMS information may not be updated. 

[Variation] 

[0139] Although, in the embodiment of the above- 
described reproducing apparatus, reproduction inhibi- 
tion is applied as a method for copy limitation, any 
method for copy limitation may be used so long as the 
reproduction of normal information signals can be sub- 
stantially inhibited. For example, in the case where an 
information signal is a video signal or audio signal, it is 
a good idea to make video inadequate for viewing as 
normal images or produce noise. When reproduction is 
inhibited, it is also a good idea to display on a screen a 
message This disk cannot be reproduced because it 
was illegally copied" or produce a vocal equivalent 
thereof. 

[0140] Although, in the above-described embodi- 
ment, additional information appended along with elec- 
tronically watermarked information is CGMS 
information, it goes without saying that the present 
invention is not limited to the CGMS information. 
[0141] For electronically watermarked information, 
without being limited to the spectrum spread method in 
the above-described embodiment, various electronic 
watermark methods can be used. For example, addi- 
tional information may be superimposed in a digital sig- 
nal at a minute level, or when compression using 
orthogonal transformation such as MPEG compression 
is performed for data, additional information of a minute 
level may be superimposed in components transformed 
into the frequency axis so that it is inconspicuous as 
noise. Alternatively, electronic watermark processing 
may be used which splits one screen into small areas of 
predetermined size and superimposes unit electronic 
watermark patterns in video information in such a way 
that they are set in the small area units. 
[0142] Erasable recording media, without being lim- 
ited to disk recording media, may be, e.g., semiconduc- 
tor storage apparatuses or magnetic tape It goes 
without saying that an information signal may be, e.g., a 
sound signal without being limited to a video signal. 
[01 43] It goes without saying that th e present inven- 
tion is applicable to a recording/reproducing apparatus 
which has both the portion of a recording apparatus and 
the portion of a reproducing apparatus in the above- 
described embodiment. An information signal output- 
ting apparatus according to the present invention, 
regardless of an embodiment of the previously- 
described set top box, is applicable to reoutput digital 
video data obtained from other computers or servers by 
an apparatus for broadcasting stations or a computer 
connected to a network to the network. 
[0144] Although the above<J escribed recording 



apparatus is constructed to update electronically water- 
marked information as well, only CGMS information 
needs to be updated, but electronically watermarked 
information may rat. 

5 [0145] As has been described above, according to 
the present invention, electronically watermarked infor- 
mation and other additional information are appended in 
a superimposed form to an information signal, for the 
purpose of management of copy generations thereof, in 

10 a manner that updates the additional information, based 
on the electronically watermarked information difficult to 
tamper. Therefore, wen if the other additional informa- 
tion was tampered, the contents of other additional 
information concerned can be kept correct. 

is [01 46] According to an information signal outputting 
apparatus of an embodiment of the present invention, 
based on electronically watermarked information WM 
difficult to tamper, other additional information, e.g., 
CGMS information, is updated so as not to cause dis- 

20 cordance before outputting a video signal. Therefore, in 
a system performing copy generation control based on, 
e.g., only CGMS information, proper copy generation 
management can be expected. 

[0147] According to an information signal recording 

25 apparatus of an embodiment of the present invention, 
based on electronically watermarked information diffi- 
cult to tamper, a copy generation indicated by other 
additional information is correctly updated. Therefore, 
the other additional information, which is always correct, 

30 is also recorded on a recording medium. 

[0148] Accordingly, in the case where the other 
additional information is CGMS information, the CGMS 
information is kept correct, for example, in the case 
where the recording medium is reproduced by a repro- 

35 ducing apparatus so that an information signal is sup- 
plied to a recording apparatus through an IEEE1394 
interface secure bus. Therefore, proper interface output 
control can be expected and copy generation manage- 
ment can be effectively performed. 

40 [01 49] According to an information signal reproduc- 
ing apparatus of an embodiment of the present inven- 
tion, based on electronically watermarked information 
WM very resistant to illegal tampering, other additional 
information is updated so that there is no discordance 

45 between both additional information. Hence, upon 
receipt of digital video data from the reproducing appa- 
ratus, a recording apparatus can perform proper copy 
recording control based on the other additional informa- 
tion. Accordingly, in a recording apparatus that does not 

so support copy limitation processing by electronically 
watermarked information but supports copy limitation 
processing by the other additional information, proper 
copy recording control can be performed without fail. 
[01 50] In so far as the embodiments of the invention 

55 described above are implemented, at least in part, 
using software-controlled data processing apparatus, it 
will be appreciated that a computer program providing 
such software control and a storage medium by which 
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such a computer program is stored are envisaged as 
aspects of the present invention. 

Claims 

5 

1 . A copy generation management method of manag- 
ing copy generations by appending additional infor- 
mation made of electronically watermarked 
information and other additional information to an 
information signal to manage copy generations. 10 
said method comprising the step of: 

updating and managing said other additional 
information, based on the additional informa- 
tion made of said electronically watermarked 15 
information. 

2. The copy generation management method accord- 
ing to claim 1, wherein said information signal is 
video information and said other additional informs- 20 
tion is CGMS (copy generation management sys- 
tem) information. 

3. An information signal recording apparatus for 
recording an information signal to which additional 25 
information made of electronically watermarked 
information and other additional information are 
appended to manage copy generations, said appa- 
ratus comprising: 

30 

detection means for detecting said electroni- 
cally watermarked information from said infor- 
mation signal; 

recording control means for controlling whether 
to permit recording in accordance with said 35 
detected electronically watermarked informa- 
tion; and 

updating means, when recording is permitted 
by said recording control means, for updating 
said other additional information appended to 40 
an information signal to be recorded, as 
required, based on said electronically water- 
marked information detected by said detection 
means. 

45 

4. The information signal recording apparatus accord- 
ing to claim 3, further comprising: 

electronically watermarked information updat- 
ing means, when recording is permitted by said so 
recording control means, for substantially 
updating electronically watermarked informa- 
tion appended to an information signal to be 
recorded, as required, based on said electroni- 
cally watermarked information detected by said 55 
detection means. 

5. The information signal recording apparatus accord- 



ing to claim 3, wherein said information signal is 
video information and the other additional informa- 
tion is CGMS (copy generation management sys- 
tem) information. 

6. An information signal outp Lifting apparatus for 
receiving an information signal to which additional 
information made of electronically watermarked 
information and other additional information are 
appended to manage copy generations, and out- 
putting the information signal, said apparatus com- 
prising: 

detection means for detecting said electroni- 
cally watermarked information from said input- 
ted information signal; and 
updating means for updating, based on said 
electronically watermarked information 
detected by said detection means, said other 
additional information appended to said infor- 
mation signal to be outputted so that there is no 
discordance with said electronically water- 
marked information. 

7. The information signal outputting apparatus 
according to claim 6. wherein said information sig- 
nal is video information and said other additional 
information is CGMS (copy generation manage- 
ment system) information. 

8. An information signal reproducing apparatus for 
reproducing an information signal from a recording 
medium in which the information signal is recorded, 
wherein the information signal is provided with 
additional information made of electronically water- 
marked information and other additional informa- 
tion to manage copy generations, said apparatus 
comprising: 

detection means for detecting said electroni- 
cally watermarked information from the infor- 
mation signal reproduced from said recording 
medium; and 

updating means for updating, based on said 
electronically watermarked information 
detected by said detection means, said other 
additional information appended to said repro- 
duced information signal so that there is no dis- 
cordance with said electronically watermarked 
information. 

9. The information signal reproducing apparatus 
according to claim 8. wherein said information sig- 
nal is video information and said other additional 
information is CGMS (copy generation manage- 
ment system) information. 

10. An information signal outputting apparatus which 
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encrypts an information signal to which CGMS 
(copy generation management system) information 
and additional information made of electronically 
watermarked information are appended to manage 
copy generations, and outputs the encrypted irtfor- 5 
matton signal to other apparatus through an 
IEEE1394 interface, for deciding whether to pass 
said encrypted Key information to said other appa- 
ratus in accordance with said CGMS information, 
said apparatus comprising: ><? 

means for extracting adcfitional information 
made of said electronically watermarked infor- 
mation from said information signal and deter- 
mining said additional information; is 
updating means for updating, based on said 
determined electronically watermarked infor- 
mation, said CGMS information so that there is 
no discordance with said electronically water- 
marked information; and 20 
control part for deciding, based on said CGMS 
information updated by said updating means, 
whether to pass said encrypted key information 
to said other apparatus. 

25 



30 



35 



40 



45 



50 



55 



14 



BNSDOCtD: <EP 100t624A2_l 



EP 1 001 624 A2 




O 
ro 



(Ti 
O 
CM" 



CD 

I- 

cn<H 
20CC 
OQ-< 
OZ3Q. 



CO 



CD 
I— 

o cr 

SCL< 



o 

Li_ 



CO 

OJl 



o 




z: 




i 

r- 




< 




O 


cr 


CL 


< 


3 


CL 






LU 




-_J 




CD 








< 




€C 


cr 


O 


< 


CO 


CL 







.00 
C\J 



o 



eg 



o 

5 -J 
oo 
crcr 

Ohh 

ozcr 
ujo< 

QCCJCL 

— 5 — 




cr 
< 

CL 



O 

or 

O 
O 




15 



BNSDOCIO <EP 1001624A2 I > 

\ 



EP 1 001 624 A2 



O 



o 




ID 
O 



< 



CVJ 

o 



o 

CO 



o 
o- 



a 


en 








Q 


< 


(T 


or 


O 


< 


a 


CL 


LU 


CL 


az 


< 








X 




O 




CD 


h-0- 


LU O 


ali- 



°<Oh 
2<tu< 

>QQQ- 



ro 



o 

OCL< 



ro 

O. 



i 

_» 

ZSUJ CC 
LU_J< 
QCLCL 



O 
O 



LU 




1 




GQ 








< 








o 








LU 


< 


Q 


CL 



CD 

CO U- 

UJ — 

LU 

LU 



I 

CL 

Uil-CL 



CO 

o 



< 

CL 



O 

cr 
h- 

O 

o 



LU 
Q 

OH 

ucc 
;lu< 



/ 

o 



2 
UJh- 

zu 
zuuh- 

<_JCC 
XUJ< 
OC0Q- 



16 



BMSDOCI& <EP 100ieS4A2_l_> 



EP 1 001 624 A2 



A 



O 
Z 

o 

Q_ 

liJh- 
clq: 

:</>a_ 



u_ 



o 
z 

f- 
_ic/) 

UJZ3I- 

>-)cr 

LUQ< 
-J<CL 



T 

to 




ro 



o 
z 

l— 
< 
en 

LU|- 

bizq: 

ZUJ< 
Q_OQ_ 



g 

< 
rsj 

o2 

IU 
OUJH 

2hir 

>LU< 
60QO. 



O 



^2 



<< 



I— 

hCOOQ- 



BNSDOCID: <EP 1001824A2_I_> 



17 



EP 1 001 624 A2 



A 




o 



LO 



o 



>CL< 



ro 
o 



CVJ 

o 



O 

I— 
< 

CC|— 
IU 
OLUf- 

2l-£r 

>UJ< 
C0OQ- 



o 
-z. 

I- 
< 
cr 

UJf- 

uzir 

ZUJ< 
0.0 0. 



o 

hCOOO. 



BNSOOCia <EP 1 00162 4A2_I_> 



18 



EP 1 001 624 A2 



F I G.6 A 




COPY CONTROL SIGNAL 
SPECTRUM BEFORE 
SPECTRUM SPREAD 



F I G.6B 



X//////////////A 

COPY CONTROL SIGNAL 
SPECTRUM AFTER 
SPECTRUM SPREAD 



19 



EP 1 001 624 A2 



F I G. 6C 



VIDEO SIGNAL 




DYNAMIC RANGE 
OF VIDEO SIGNAL 



COPY CONTROL SIGNAL 



SPECTRUM OF VIDEO SIGNAL 

ON WHICH AN SS COPY CONTROL 

SIGNAL IS SUPERIMPOSED 



F I G.6 D 



r 



SS COPY 
CONTROL SIGNAL 




•VIDEO SIGNAL 



SIGNAL SPECTRUM AFTER 
INVERSE SPREAD 



20 



EP 1 001 624 A2 



CD 

CO- 
CM 



CO 
O 
Q. 

cr 

LUI- 
CLCC 

:c/)CL 



o 

Ll 



CO 

o 

CM 



co 
o 

CM 



CO 

o 

7 



cri- 

IU 
OLU 
ZH 
>UJ 
00Q 



CD 

I- 
_JG0 
IUZ)|- 
>-)CC 
LUQ< 
_J<Q_ 



CD ^j- 

CD OD 

O o 

CM CM 



CM 
CO 
O 
CM 



o 

CM 



Q 
< 

UJf- 

cr cr 

COQl < 
G0C/0CL 



CD 




m 

CO 

o 

CM 



l- 

— cr 
>< 
ao_ 



CTZ 

i-g 



.cr 2E 



81: 



< 

cr 

LU 

• a 



i- 
cr 
< 



o 

cr 
t— 

o 
o 



■z 
h- 
.< 

— 2 zcr 

I — COO 0- 



21 



BNSOOCID: <EP 10016S4A2J_> 



EP 1 001 624 A2 



A 



10 
CM 



LUh- 
:IU< 

^ci- 



O- 

CM 




o 

CM 



o 

CVJ 



o 
< 

oi= 

IU 
OUJl- 

Z(-cr 

>UJ< 
COQQ- 



f-oooo. 



CM 

CM 



22 



EP 1 001 624 A2 



F I G . 9 



( START ) 



\ 


t 


CHECK WM 




SI04 



BASED ON DETECTED 
WM. UPDATE CGMS TO 
"11" AND WM TO "No 
More Copy" 



TRUE 



SI03 



INHIBIT 
RECORDING 



S 105 



SCRAMBLE 
PROCESSING 



RECORDING 



SI06 



SI07 



( END ) 



23 



EP 1 001 624 A2 



ro 
o 
_ . rO 



0) 

o. 

ro 



D/A 


esj 


IEEE 
1 394 
l/F 









CO 



UJ 
Q 

E<uj< 

>QOQ- 

— X — 



O, 

ro 



a 

<J1<\- 

soir 

<DCL< 



O 
CD 
Li. 



to 
o. 

ro 



0 

r- 
CL 
> 

O CC 
z < 

UJ Q_ 



O 
ro 



LULUrtO 



UJ 

a 

OH 
ocr 
;tu< 
:qcl 



10 
o 
ro 





oxlu < 

00LUOQ. 



Her 
n iuh 

QQQ. 



o 

ro 



or 
< 

CL 



o 

CC 

o 
o 



24 



BNSDOCIO. <EP_ 



_1001624A2_L> 



EP 1 001 624 A2 



F I G.I I 



"RUE 



JL 



S205 



INHIBIT 
REPRO- 
DUCTION 



( START ) 

S20I 

SCRAMBLED?^ 

Y S202 
.ROM or RAMl! 

[ram 




FALSE 



PERMIT 
REPRO- 
DUCTION 



X S206 



FALSE 



S209 



INHIBIT 
REPRO- 
DUCTION 



UPDATE CGMS 
BASED ON 
DETECTED WM 



S2IO 



- > r c 



EXCUTE IEEE 1 3 94 I /F 







S2 



( EN0 ) 



25 



BNSDOCID; <EP 1001624A2_I_> 



EP 1 001 624 A2 



CM 
O 



o 
en 





to 

00 
CO 





~2L 




O 




h- 




o 




3 




O 




o 




cr 


or 


CL 


LU 


LU 


CL 


cr 



lO 

C\J 
CO 



CD 
X 



g 

a 
=) 

Q 

O 

or 
a. 

LU 

cr 



26 



BNSDOCIO. <EP_ 



_1001624A2J__> 



EP 1 001 624 A2 



F I G.I3 



Q IEEE 1 3 94 OUTPUT CONTROL) 




PERFORM 
ENCRYPTION 
BEFORE OUTPUT, 
ENCRYPTION 
KEY IS NOT 
PASSED. 



PERFORM 
ENCRYPTION 
BEFORE OUTPUT, 
ENCRYPTION 
KEY IS ALSO 
PASSED. 



S306 



- :> ■ <: 



( END ) 



27 



1001624A2J_ 



(19) 



J 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 



(12) 



(88) Date of publication A3: 

29.05.2002 Bulletin 2002/22 



(H) EP 1 001 624 A3 

EUROPEAN PATENT APPLICATION 

(51) lntC!7: H04N 5/913 



(43) Date of publication A2: 

17.05.2000 Bulletin 2000720 

(21) Application number: 99308951.5 

(22) Date of filing: 10.11.1999 



(84) 


Designated Contracting States: 


• Ogino, Akira, Int. Property Dept. 




AT BE CH CY DE DK ES Fl FR GB GR IE ITLI LU 


Shinagawa-ku, Tokyo 141 (JP) 




NIC NL PT SE 


• Nakamura, Masashi, Int Property Dept. 




Designated Extension States: 


Shinagawa-ku, Tokyo 141 (JP) 




AL LT LV MK RO SI 


• Kimura, Yuji, Int. Property Dept. 


(30) 




Shinagawa-ku, Tokyo 141 (JP) 


Priority: 11.11.1998 JP 32109798 


• Ikeda, Nozomu Int. Property Dept. 


(71) 




Shinagawa-ku, Tokyo 141 (JP) 


Applicant: SONY CORPORATION 


• Nakamura, Osamu, Int. Property Dept. 




Tokyo 1 41 (JP) 


Shinagawa-ku, Tokyo 141 (JP) 


(72) 


Inventors: 


(74) Representative: Turner, James Arthur et al 


• 


Kohashi, Takashi, Int. Property Dept. 


D. Young & Co., 




Shinagawa-ku, Tokyo 141 (JP) 


21 New Fetter Lane 






London EC4A 1DA (GB) 



(54) Copy generation management 



(57) To manage copy generations, additional infor- 
mation made of electronically watermarked information 
and other additional information are appended to an in- 
formation signal. The updating of CGMS information 
and other additional information is managed based on 



the additional information made of the electronically wa- 
termarked information. Accordingly, additional informa- 
tion for copy generation management such as CGMS 
information can always be kept in a correct condition so 
that proper copy generation limitation control can al- 
ways be performed. 



CO 
< 

CM 
CD 

O 

o 



Q_ 
UJ 



200 



20I 



IEEE 1394 

i / f 



2O0d 



202 

' s 



DECRYP- 
TING 
PART 



2O00 204 



203 



205 



ANALOG 
I / F 






ENCODE 






PART 



X 



F I G.I 



206 

s 



RECORDING 

CONTROL 

PART 



208 



WM 

UPDATING 
PART 



WM 

DECODE 
PART 

~~ ^ 
207 



209 



CGMS 

UPDATING 

PART 



SCRAMBLE 
PART 

~^ 

211 



210 

s 



UPDATING 
PART 



30 



CONTROL PART 



Printed by Jouve, 75001 PARIS (PR) 



BNSDOCID: <EP_ 



_1001624A3J_ 



EP 1 001 624 A3 



European Patent 
Office 



EUROPEAN SEARCH REPORT 



Application Number 

EP 99 38 8951 



DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 



Citation of document wfth indication, where appropriate. 
of relevant passages 



Relevant 
to claim 



CLASSIFICATION OF THE 
APPLICATION (trrt.Ct.7) 



P.A 



WO 98 33325 A (KONINKLIJKE PHILIPS 
ELECTRONICS N.V. ET AL.) 
30 July 1998 (1998-87-30) 

* the whole document * 

EP 0 942 418 A (INTERNATIONAL BUSINESS 

MACHINES CORPORATION) 

15 September 1999 (1999-09-15) 

* page 2, line 5 - line 51 * 

* page 4, line 29 - line 56 * 

* page 6, line 34 - page 8, line 33; 
figures 1,4,5 * 

& WO 98 16926 A 23 April 1998 (1998-94-23) 



1-3,5-16 



1-10 



H04N5/913 



The present search report has been drawn up for all claims 



TECHNICAL FIELDS 
SEARCHED (lrrt.CU7) ! 



H04N 



Placo ot search 

THE HAGUE 



Date of completion ol the search 

9 April 2802 



Verleye, J 



CATEGORY OF CITEO COCUMENTS 

X : particUarty relevant it taken alcne 

Y : particular ty re levant i combined with another 

document of the same category 
A : technotogica) background 
O : non-written disclosure 
P : intermediate document 



T ; theory ar orincqple underlying the invention 
£ : eorfier potent documont but published on, or 

after tha filing data 
D : document cited in the appicsiion 
L : document cited tor other reasons 



& : member ol the same patent tamity, corresponding 
document 



BNSDOCID: <EP_ 



_1001624A3J_> 



EP 1 001 624 A3 



ANNEX TO THE EUROPEAN SEARCH REPORT 

ON EUROPEAN PATENT APPLICATION NO. EP 99 30 8951 



This annex lists the patent family members relating to the patent documents cited ri the above-mentioned European search report 
The members are as contained in the European Patent Office EDP file on 

The European Patent Office is in no way liable for these particulars which are merely given for the purpose of information. 

09-94-2002 



Patant document 


Publication 


Patent family 


Publication 


cited in search report 


date 


m ember (s) 


date 



WO 9833325 



30-07-1998 



EP 942418 



15-09-1999 



AU 


5493398 


A 


18-08-1998 


CN 


1220805 


A 


23-06-1999 


CN 


1220805 


T 


23-06-1999 


EP 


0906700 


A2 


07-04-1999 


WO 


9833325 


A2 


30-07-1998 


JP 


2080509588 


T 


25-07-2000 


TW 


399191 


B 


21-07-2000 


US 


6209092 


Bl 


27-03-2001 


AU 


5337598 


A 


18-08-1998 


CN 


1220756 


A 


23-06-1999 


CN 


1220756 


T 


23-06-1999 


EP 


0902946 


A2 


24-03-1999 


WO 


9833176 


A2 


30-07-1998 


JP 


2000508813 


T 


11-07-2000 


TW 


428163 


B 


01-04-2001 


EP 


0942418 


Al 


15-09-1999 


US 


6351439 


Bl 


26-02-2002 


CN 


1233340 


A 


27-10-1999 


WO 


9816926 Al 


23-04-1998 


WO 


9816927 


Al 


23-04-1998 


WO 


9816928 


Al 


23-04-1998 


PL 


332798 Al 


11-10-1999 


US 


6034931 


A 


07-03-2000 



i 

5 
oc 
O 

p 

u3 For more details about this annex : see Official Journal of the European Patent Office, No. 1 2/62 



3 



BNSDOCID: <EP 1001624A3_I_> 



